
THOMAS. LONG, 
NIESEN & KENNARD 

~~-------------------~lIorne'ls ami Gunsellors al J!aw • 

Marlene H. Dortch, Secretary 
Federal Communications Commission 
445 lih Street, S.W. 
Washington D.C. 20554 

October 15,2013 

NORMAN 1. KENNARD 

ADMITTED IN OHIO AND 

PENNSYLVANIA 

Direct Dial: 717.255.7627 
nkennard@thomaslonglaw.com 

Via USPS Express Mail 

Re: Connect America Fund, WCDocket No.1 0-90; 2013 FCC Form 481 

Dear Ms. Dortch: 

In compliance with the Commission's rules at 47 CFR §§ 54.313(h)(2)(i) and 54.422(c), 
Kalida Telephone Company, Inc. ("Kalida") herewith submits a copy of its 2013 Form 481. 

Kalida requests that the financial results required in the section entitled "Rate of Return 
Carrier Additional Infonnation" 1 be accorded confidential treatment. Attached please find a 
statement of the reasons for withholding the redacted materials from public inspection pursuant 
to 47 CFR § 0.459. 

Kalida has e-filed, through ECFS, the redacted version and sent via USPS Express Mail 
the confidential version (original and one copy) of its 2013 FCC Form 481. 

Thank you for your attention to this matter. 

Sincerely, 

NJK:tlt 

I The financial reports section of FCC Form 481 is identified at the Universal Service Administrative Company 
("USAC") website as "Section 3005" in the downloadable version and as "Section 3000" in the online filing version 
at the same USAC website. http://www.usac.org/hc/tools/fonns.aspx. The same identical financial infonnation is 
required in both. The request for confidentiality applies regardless of whether the form submitted employs the 3005 
or 3000 designation. 
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STATEMENT OF CONFIDENTIALITY REQUEST AND 
JUSTIFICATION OF KALIDA TELEPHONE COMPANY, INC. 

Kalida Telephone Company, Inc. ("Kalida" or "Company") is a small, privately held 
rural local exchange company based in Ohio. Kalida requests confidential treatment of certain 
information being provided to the ,Commission in its 2013 FCC Form 481, because the 
information is competitively sensitive and its disclosure would have negative competitive 
consequences upon Kalida were it made publicly available. Such information would not 
ordinarily be made available to the public and should be afforded confidential treatment under 47 
CFR § 0.459. 

Specifically, Kalida requests that the doculnentation required in the section entitled "Rate 
of Return Carrier Additional Information,l which consists of the Company's tinancial reports, 
income statement, balance sheet and cash flow statement, be accorded confidential treatment 
("Confidential Information"). 

Degree to Which the Information in Question is Commercial or Financial, or Contains a 
Trade Secret or is Privileged 

'rhe Confidential Infornlation is financial information, specifically the Company's 
income statement, balance sheet and cash flow statement. Financial Information is clearly 
deserving of confidential treatment. 

The Confidential Information is also a trade secret under 5 U.S.C. § 552(b)(4). While 
there is no clear federal definition, the Uniform Trade Secrets Act defines trade secret as 
information that derives independent economic value, actual or potential, from not being 
generally known to or readily ascertainable through appropriate means by other persons who 
might obtain economic value from its disclosure or use and is the subject of efforts that are 
reasonable under the Circumstances to maintain its secrecy. 
http://www.uniformlaws.org/Default.aspx. The infornlation for which confidential treatment is 
sought Ineets that definition. 

Degree to Which the Information Concerns a Service that is Subject to Competition 

Ohio has successfully opened, its telecommunications markets to full competition. The 
services offered by the Company, including voice and broadband services, are subject to 
vigorous competition from completive local exchange carriers, cable operators, wireless carriers 

1 The financial reports section of FCC Form 481 is identified at the Universal Service Administrative Company 
("USAC") website as "Section 3005" in the downloadable version and as "Section 3000" in the online filing version 
at the same USAC website. http://www.usac.org/hc/tools/fonns.aspx. The same identical financial information is 
required in both. The request for confidentiality applies regardless of whether the form submitted employs the 3005 
or 3000 designation. 
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and VoIP providers. Many of the Company's competitors are large, well-financed and national, 
even international, in scope. 

Manner in Which Disclosure of the Information Could Result in Substantial Competitive 
Harm 

The Confidential Information could be employed by both eXIstIng and potential 
competitors in a variety of ways, including: to determine the size of the market; the profitability 
of the market; and the financial resources of the Company. Clearly, were the Confidential 
Information made public, competitors could and would use this information to their competitive 
advantage. Moreover, disclosure would adversely affect Kalida's ability to conduct business 
with other carriers. 

Measures Taken to Prevent Unauthorized Disclosure 

The Con1pany has taken precautions to guard the secrecy of its financial results, including 
the Confidential Information, by limiting its disseinination. The Confidential Infornlation is not 
known outside of Kalida and is known within the Company only to senior managers and a 
lilnited number of employees with a particular need to know. Kalida has expended a significant 
mnount of time and money in developing the Confidential Infonnation. The Confidential 
Infonnation cannot be replicated by any other means. 

Availability of the Information to the Pubic and Extent of Any Previous Disclosure of the 
Information to Third Parties 

The Confidential Information is not available to the general public and has never been 
disclosed to any outside third parties, except as may be associated with financing, in which case 
confidentiality is required. 

Justification of the Period During Which the Material Should Not be Available for Public 
Disclosure 

Kalida requests that the Confidential Infonnation be maintained on a confidential basis 
indefinitely. Disclosure of the infonnation at any time would be harmful. 

Any Other Information That the Party Seeking Confidential Treatment Believes May Be 
Useful In Assessing Whether Its Request For Confidentiality Should Be Granted. 

Exemption 4 of the Freedom of Information Act protects "trade secrets and commercial 
or financial information obtained from a person [that is] privileged or confidential."- 5 U.S.C. § 
552(b)(4). The exemption affords protection to those submitters who are required to furnish 
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commercial or financial information to the government by safeguarding them from the 
competitive disadvantages that could -result from disclosure. If the financial information relates 
to business or trade, courts have considered it "commercial or financial." See, e.g., Dow Jones 
Co. v. FERC, 219 F.R.D. 167, 176 (C.D. Cal. 2002) (information relating "to business decisions 
and practices regarding the sale of power, and the operation and maintenance" of generators 
(quoting agency declaration)); Merit Energy Co. v. United States Dep't of the Interior, 180 F. 
Supp. 2d 1184, 1188 (D. Colo. 2001) ("information regarding oil and gas leases, prices, 
quantities and reserves"), appeal dismissed, No. 01-1347 (lOth Cir. Sept. 4, 2001). The 
Confidential Information satisfies this test as well. 
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121 E.Main Street. Box 267 • Kalida, Ohio 45853 
Phone 4'19-532-3218 .Fax419~532 .. 3300. Email ktc@kaHdatei.com 

FOR IMMEDiATE RELEASE: FOR MORE fNFORM.ATtON CONTACT: 
January 29, 2013 Stacey BirkemeJer 419-532-3218 

stacey@kalidatel,com 

info DeiOW 

SaveDn Your Telephone Bill 

Qualified customers can save ontheirpnonebiH with the Kalida Telephone Company. The Kalida 

Telephone>Company offers savings to qualified customers through the LifeHne Teiephone Assistance 

Program inthefoUowing ways.: a$9.25monthlydlscQunt for reguiatedJocal seNices; a waiver of phone 

lineestabHshment charges once in a 12 month period; rre.eblockingoftotl, 900 and 976 services; a 

waiver of the Company's service deposit requirements and '0' walverof the. federal universal fund end 

USer charge. 

Paymentarra ngements win also' bema:defot the.sequalified customers with past due bins for regulated 

service wIth the Company. Qualifying customers With pastdue.tdH servicec:harges shall have taU 

restricted service until thepast.du8 toU services have been paid , 

Qualified custom.ersmust have either a household annual gross in·come at or below 150%·of thefedera! 

poverty level; Of;. be enroUed inane ofthefaUawingprograms: Medicaid .or any state program which 

mightsuppiantMedicaid; Supplemental Nutritional Assistance (5NAP!FoodStamps);' Suppleme.ntal 

Security income (SSI};Sodal.Security Disability Insurance (5S00; public Housing or Section 8; 

Home Energy Ass:istance Program {HEAP, UHEAP, E-HEAP); NationalSchool Free Lunch Program (NSL); 

DlsabiUtyAssistance (DA); Temporary Assistance· for Needy FamiHes'(TANP/Ohlo Works and General 

Assistance, in.cluding.disabiHtyassfstance lOA). 

Federal Rules prohibit qualified customers from receiving more thanoneUfeHneservice per household. 

UfeUne benefits maybe appUed toonlyonetypeofservice~ landiineor wireless. Benefits<wouldbe!ost 

if customer is found·tohave more than one perhousehold. Ei'ig.ibUitymustber·ecortfirmedeveryvear 

and ifatany :point a customer noionger quaUfies,the'Company must be notifiedimmediatety. 

ForaHthesavingsand programdetaHs caU the Kalida Telephone Gompany at419~S32';3218. 

This notice is required by the federal government. 

### 



(A) Each facilities-based local exchange carrier (LEC) shall design, operate, and maintain its facUlties to 
continue to provide customers With the abilitY to originate and receive calls at aU times. The 
commission will utilize existing FCC fulesapplicable to emergency and outage operations. 
Companies shaH submit outage reports utilizlng, at the compants discretlonj .either existing FCC 
reports or .afc:rrmatdetermined by the commission. 

(8) Each.facHities-based .LECshall submIt, wl.thin two hours of discovery, to the commission's outage 
coordinator and· when appropriate, the news media in the affected area, a notification that it has 
experienced an outag~l whenever that occurs on any facility that it owns, operates,leases or 
otherwise utmzesand is both: 

EXtl6cted to lasHora period in excess minutes. 

PD1tenUallV affects at least nine hundred thousand user minutesi:n the incumbentlDcalcalling 

(0) Eachfacillties-based LEG shall report} by telephone or electronic means, a disruption of 9-1-1 
services,whithimpairs 9-1-1 service within a given county 9-1-1 system, immediateiyto each county 
9-1-1pubHc safetyanswBrlng point,to the Ohio 9,.1-1 coordinator, and to the news media in the 
affected area, when appropriate. 

(D) Each fadlities"'based LEGexperienc;ing a loss of communications orseJective muting to a public 
safety answering point, asaresult.6fa.noutage described undetparsgraphs (8) and (C).ofthis rule, 
shall also notify,assoon asposslbte, telephone orelectrooic means, any offici Ed Who has been 
deslgnated by the management of the affecfed9~1-1facillty as the LECls contact person for 
communication outages atthatfacUity; and the LEG shaH convey to that personal! available 
information that mCiY be tolne management of theaffectedfacUityinrrdtigating the effects of 
the outage on efforts to comrnurlicate with thatfaciHty. 

Each facilitles-;based LEG expetiencingan outage described under paragraphs (B) and fe) of this 
rule,shaJlelectronicaHy :submit tothecommissionts outage coordinatorthesame information aethat 
provided to the FGCorthefoHowfng •• information: 

A notifi.caticm that]t. has experienced .aotltage; whi.ch shall include the name ·of the reporting 
entity, the date and time of the onset of the .outage, a brief description of the probfem; the 
particular servi.ceaffected 1 the geographic area affected by . the outage) the number of 
customers affected, an estimate of when the servjce,inciuding9-1-1., wlH berestored,and a 
,contact name and telephone number by Which thecomniisslon's outage coordinator may 
contact the reporting . entity, 

(2) Not laterthanseventy~two hours aftertHsoo\1srlngtheoutage,aninftialoommunicatiol1s outage 
report which shall include aU pertinent information then available an the outage and shaH .be 
subrrlitted . tngood faith. 

(3) Not l·arer than thlrtydaysafier discovering the outage, fhe· provider shaH suhmlt electronically a 
fina~lcommunicationsoutage· report, which shail include all on theoutage j 

lnc!udinganyinformatron thatwas not contained arioat changed from that provided in, 
the lI1itiai report. 



Each facilities-based LEG shaH develop, Implement and maintain an emergency plan and make it 
8vailabl'e for review by commission staff. The plan shaH inducis, but not be limited tO f ail of the 
following: 

Procedures for maintaining and annually updating . a list of . those customers who have 
subscribed to the federal telecommunications service priority program, as ldentifieciin 47 C~F.R. 
64,appendix A 

Procedures tor piioritytreatment in restoring trouble of 8flemergency natura for 
customers with a documented medicalorlife-threatenjng condition. 

Inadditiontotne telecommunications service program, each LECshaUdevel.op pohCies 
and procedures regarding those customers Who require priority treatmentforout:-of-service 
cle.arance. Suchpmcedures. shaH indude a . .tabfe restoratiollpdorrty, inducting; not· Ilmited 
to, subscribers suCh as poHce and fire stations, hospitals, key medical personnel, and other 
utilities. 

Procedu res for restoringsetvice to criticalfaciHties customers. 

Idel1tificatronandannual updates of ail of the facilities-based 
reasonable measures to protect its personnel and faciHties. 

ctiticalfacillties and 

Assessments and evaluations of telecommunications facilities 8vailabt6 to provideback.-up 
service capabilities. 

(7) Procedures for afier"actian assessments and reporting following activation Cif any part of the 
emergency plan. An afier;.action report will be wrttten and will indude lessons learned, 
deficiencies inlhe response to the. emerg emcy , and deficiencies in the emergency plan. 

(8) A· current list oi the names and telephone numbers of the faciliffes~based lECslemergency 
service personnel to contact and coordinate With in tneeverl,t of any real orantioipated local or 
natronal threats to its ability tq provlde teHecommunlcationsservice, 

A current l.istof the names and telephone numbers of the facill:tles.::basedLEC·s emergency 
service pers0nnel thatls made avallabl.e to the commission!s coordinatorl upon 
request 

(10) Acontrnuity of operations pian to assure continuance of minimum. essential functkmsduring a 
largescale evenfin whrchstaffing is reduced , shaH provide for: 

(a) Plan activation triggers such as the world health organization IS pandemic pha.sealert 
levels. widespread transmission within the United States, ora case at one or more 
locationsWitl1.inDhio. 

Identification cif:8 pandemic coordinator and team with· defined roles and·. responsibmtiesior 
preparedness and . response . planning. 

(0) Identification of minimal .essentia! functions, minimal staffing required to maintain such 
essentlal functions~and personne!resource pools required to ensure continuance of 'those 
functions in progressive stages asso.ciatedwUh adecHning workforce, 

Identification dfessentialemployeesand critica! inputs (e.g" raw equipment, 
suppliers, subcontractor services/products, and logistics) required to maintain business 
operations by location and function. 

(e) PoUdas and procedures toaddreSspersonal·pfotection InmaIl\'eS~ 



(f) Policies and procedures to maintain t~nes of communicailon with the publicutUities 
commission of Ohio duringadedaredemergency, 

(G) Each facilities-based LEG shaH amend· its emergency ptan in accordance with thefindingstdentifled 
in the after-action assessment report under paragraph thisfule, 

RG. 119.032 Review _'_"~_"_-.!"":':~,,==~ ___ .. __________ _ 
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Statutory Authority: ____ ~,~~_._~ __ . ..........:.... __ _"__ ____ _ 
R.ule f\ .......... Ii+''''',... ______ '-'''-'"''~'-'-______________ .. "' .. ".,, .. _. ___ , 
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KALIDA TELEPHONECOMPA.1\{l', INC. 
STATE:MENT OF CPNI PROCEDURES 

Kalida TelephoneCompany~ Inc~ has created a CPNIPo1.icy Handhookconminingthe following 
procedures th:at it has adopted to ensure·fue protection of CPNI Thehandbo'ok descrihesour procedures 
:in .. greaterdetaiI and providespracticaI guidance 'on how to protect against unauthorized'. disclosure ,Or use 
of CPNI handbook is distribu'tedto our employees d:uringtrammg and Berves assn important 
refetencetool iotom eln;ployees. 

Dun1 to ProtectCPJ\1J 

We asa communicationscompany;recognize ourduiy~o protect custCltller CPNLWemay not 
ruscloseCPNItolllliluthorized persons;. nor r:aaywe useCPNlmcetta.in wayswtthout consent ,fromoUI 
customers, Bef0rewe canprov:ide'customers V\rith the:irown CPNI,we mustauthenticate·thecustomer. 

Werecognizetbat mere are a few cases in v\rmcl1wecan discloseCP];;~I 'Withoutfi:tstobwniug 
customerapprova1:: 

1. Administrative use: We mayuseCF.N1 to initiate, .render! bilJcmd collactfm 
comm:rmi6ations servioes. 

2. Protectkm(:)f cjUTier andi:birdparties: We mayuseCPNI to protect me interests of OUT 

company, suoh as to preventfraud or illegal use of our symems and network. Employeesare>notifiedof 
the steps to take", if anY:r mthese sorts of situations. 

3. As reguiredbylaw:W:emaydiscloseGPNlifwe are required to by law, such as through 
legal process (sut?poenas) orinresponseiorequests by law·enforcement. Employees are noti:fied·of any 
steps they'must take in·these situations, 

Our 'Own.. UseOfCPNI 

We may useCPNI to provide ormar1retservicesto our exirrong customers. We uuderstandthat 
we axe reqtilied to Qotain . customerapprovaJpriotto using CPNlfu oortainways. 

Marketing 

We nndert>'tand tnatwedonotneedroobtaincustomerapproval hefoTeusirtg CPNlto market 
services to ourexiBting • customers within the categories ··of servicetowhic.h the cllstomermeady 
sUbscribes. ; 

We un:derst8ndthat'Vire maynot :use CPNlto market services tbatare in a servlce, category to 
which' th.ecustomer does not already mbscribewithol'ltcustomera:pprovaJ.. 

We<ood.erstandthatwe cannot use CP1\!'1 tosolicitacnstomerto add· a n.ewcategary nfservice 
witn.out fltst ·ribtai.n.i!lg thecustomer's2l:PprovaL 

We also understand that we do :notneedcustomer consent beforfl'usingCPNI:tel market "adjunct" 
to-basic" servicessnch aS8peerldmlin~compttter ... provided·.directo!y . assistance, ciI1monitoring, can 



traCn;g,caUblocking,call return) repeat dialing> calI tracking> calI waiting, caller ID~ca11 fonvarding. and 
certam 'centrex features. . 

We ·understand that we ~ay not use CPNI to identifyortrackcnstomers thaicaIl competing 
service providers. 

We regularly review . our marketing practices to . determine when and how CPNI.ls· used 'witbinthe 
companY,an.dwhetner CPNIis being shared witb;other·entities. We also review newmark~tingar sales 
campaigns to'ensureco1npliance vvith these CPNlpoIiciesand w:rill the FCC'sCPNlregulations. We do 
notBhare CPNI with any affiliates oroth~r third parties. 

Provision of Servioes 

We under~tandthat we do notneedclls.tomer approval to use CPNI toprovideCPBand call 
answering, voice.mailormessaging voice.storageandretrievalservices~ fax sto:reana· forwardland 
protocol conversion~" .. 

Authenticating CnstomersBefore DiSclosing .CPNI 

'We understand that we. are.required,to objectively . determine thatQU!' customers we who they say 
they are heforedisclosing~PNl to them, 

Tel~hone 

We understand that when a customer calls, we may not release call detailtnj01-mation, or 
infoTl11El.tionrelating ,to the transmission of 'specific telephone calls until we have called the: customer back 
atthetelephone number:dfrecord to ensure that the customer is who s/he· says s7he.is. AlternativeJy~ we 

. may offerro send the calldetailinfonnationtotheaddress ofrecordorprovid.e ittothe cnstomeror an 
authorized individual m'person' aiterslhe.hasproducedv8.liclphoto . identification at Guroffice. 

We understand that wemaydisclose n()n~calldetairinjormation over the telephone after 
authenticatingtb.e·customer byc~ing backtb.etelephonen~ber ofTecoT~ ocheckingvaIidphoto 
identification, or by mailing themformation to the accoUntaddresBof record. 

In .. Person Authentication 

Weunderstalldiliafbefore we can disCloseCPNJ to custom.ers in person, the customer . must 
present validgovemment-issued photo identification.. The name on the photoiaentificationmust match 
thenatne on me accoUIit IfthecustomercannotpreseritIheTequh'ed ideriti:fication~ weofferto provide 
therequestedCPNI bysendin,g it to the account address of record. 

'Before providing the CPNI to the ;cnstomer,' we make a copy of the 'photoidentificatio!l. This ' 
copY' is then placed lirthe .customer' stile, tqgether with a .copy of theGPNlprovidedto me customer i 
These'records are i:henkeptin the ;,customerf.uein accordance with o.UTrecord~keeping policies. 



customer requesnrCPNTthrbugh regular mall, or if the cat;lIlotcomply withon.e' of 
the aumen.ticationmeihods above; we' send the requestedinformatiol1 to the customer:lg address of record 
only. 

Customer Notification ·of CPNI Iqghts 

We provide a ·CPNrprivacY'liolicyto all cUB'tomersannually, as •• a billirtsertin :the~cember'bil1 
Thispolicyprovldes Ilot,ipcation to each. cu.stomer ofhislher right to restrict use of, ,disclosure of: and 
access to mat customer) s CPNI.Wemaintaina list dfall customers 'Who receive the privacy policy~ lthe 
date on which the'policy is .se~, and. a OOPY ofthepolicym. our records ., for one (1) year£ollo\Ving the 
mailingoffile policy- We provide additional oopiesofthe CPNI privacypolicyw all customers who 
request it and to all new 'cnstomers,upon activati011,0i'semce. " 

ThepoUcycontainsan opt...,ontcnstomerapprovall1ouce. Customers who do not wi,sh to>aI1ow us 
to use meirCPNlto' market services outside·theirexisting·service.categories~orwho. do not wish· to ·allow 
us to. share. theirCPNI withaffil:iatesj have 30 days to. contact··us totel1ustha.tthey do not approve of this 
use. Ifwedo'wthearbackfrom the cnstomer·within30.days, we understand that wea.1"'f\ free to use their 
CPN'I for these. purposes.. We understand that customers . can· change their option at anytime by 
contacting us, andwenotiiYour customerS of this right 

We msl:o.fairrrecords of the customers who received theopt ... out apprQva1:noticeandrecorosof 
the·oustomerswho contacted usto opt out in accordance vvifh. our reoo;rd,.;keepmg polioiesi 

Weunderstandtb.at wemllSt providewritte:n;l1otice to ueFCC·Wiffiinfive{5) business days:if 
our opt-out mechanisms do not work properly to the degree thatour customers' inability to opt out is 
more ·than an anomaly. . 

Tmininti AndD.iscipIine 

WetrafueiIaU of OUt employoosregardingthecompa.ny~s CPNI policies prior to the effeotive 
dmenf the mostrecentCPNlregulanons,December8" .20{)7. Employees . are requiredtoattend.an annual 
retraining to ensure that they understand ·the· company'sCPNlpolicies ·and any updates to those ,policies. 
New employees who will haveaccesstoCPNI are trained whentiteyjoin the company:, andtb,enattend 
theregu1arly .. scheduIed.retralningses~ons, At the .oonclusion ,ofeachtrain.ing.sessioIl, .e1!lployees.a:re 
a.sked··!o signcertifioates stating thatthey·un.derstand the'companrs' CPNI'policies and that they will 
oomplywiththose policies~ 

Bmployeeswho faiitoobserveKaIida Te1ephone Company,Inc.. '5 CPNIprocedures. win be 
su.bjeofto the discij:dinary procedme& contained,in 'the ·Phone Company Discip.fuwyPoIicy, Disciplinary 
records.arenn::lin:tainedin. tbecompa:nyfiles in accordance Mtb. .. our record .. keepingpoiicies. 



Record .. Keepirig 

Wema:i:ntamthe fono~iin,g records in ournias for: ol1e (1) year: 

a, annual mailing oithe customer 'CPNI privacy policy; 

b, ' 
thereof; and 

Ke'.;}OrClS of oustomer approvalo! dis~oval of CPNIuse, or the Iimimtion or revocation 

0, Employeediscipl.imuy records. 

Wema:intrin records of dis:cov~ed· CPNI breaches~Mtifications to lawenforoementregardipg 
breaches;md any respongesfrom law enforcement regaidmgtho8ebreaches~ .moutfi1~sforat least tWo 
(2) years. 

Notification Of Aeeou.ntChang~s. 

We understand that we are required to notify customers when, changes nave been made to 
passwords) ,customer:responses· tobaok,;;up·mea.n:sofauthenti.catiol1,.· or addresses of r~oord'by mai1inga. 
Ilotificationto the aceoUntaddress of record. 

We do not reveal the changed aooount,d;ata'm the :I1:0tifieation~ 

Unautho:rizedDis&sure'OfCPNI 

We understa:n.d that we. mustreport:CPNIbreaohes to ,'law' enforcement·no··later than seven (7) 
bnsinessdays afte.r determining the breach has occt:n:red, by sending 'electronic not!:ficatlonthl'ough the 
lilik ·at. htt,p:l!www~foc.gov/eb/CPNL' to the centralrepo~g faoilityj 'which 'will then notify the United 
States. 'Secret Service·(USSS)· and the FederafBureanoffuvestigation (FBI). ' 

Yi e Ull4erstandtbat~mEo/not notify customers ortb.epublib of the, breach earlier than . seVen (7) 
daysanerwe have notified lawenforoement,tbr,Quglrtne central reporting facility.H wevnsh to notify 
cUstomers or thepub1icimmediately~wherewe feel mat there 'is . "an extraordfuarilyurgent noedto notifj" 
to avoid '1mmediareandkrepaxablehann;" weimann law enforcement aioUT desire to notify and 
complywith law-enforcement' s directions, . 

, Records telating to'sucn notifications. are k.eptinaccordance'Wim:our reoord .. ireepmgpolicies. 
These.reoordsmclud.e: (i)' the datewedi$coveroedthe.breac~ ·(n) tbe·date we noti:fied law enforcement; 
(iii) a detailed description afthe CPNI breached, 'and· (iv) the ·ciroumstances of the breaoh, 

During 'the course afthe year~ we compIleinformationregsrding pretexter attempts to gain 
improperaccesstoCPNI, including anybreaohesor attemptedbres.ohes. We mcludethls·infonnation in 
our annual CPNI compIiance certification filed with me FCC. 

Signed 


